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QUY DPINH
Sir dung chir ky s6 cho viin ban dién tir
trong co quan nha nwéc huyén Nam Dong
(Ban hanh kém theo Quyét dinh s6 1118/0P-UBND ngay 09 /10/2018
cua UBND huyén Nam Dong)

Chwong 1
QUY PINH CHUNG
Pi¢u 1. Pham vi

1. Quy dinh veé ky s0, ki€ém tra chit ky s6 trén van ban dién tir; yéu cau k¥
thuat va chic ndng ctia phan mém ky so, phan mém kiém tra chir ky s6 cho van
ban dién tir trong co quan nha nudc.

2. Quy dinh nay khong quy dinh viéc sir dung chir ky s6 cho vin ban dién
tir chira thong tin thuoc danh muc bi mat nha nudc.
Piéu 2. Péi twong ap dung

1. Quy dinh nay dugc 4p dung d6i voi UBND huyén, cac co quan, don vi
truc thugc UBND huyén va UBND cac Xa, thi tran va t6 chirc, ca nhan lién quan
st dung chir ky s6 cho van ban dién tir ciia co quan nha nudc.

2. Khuyén khich cac co quan, t6 chirc khac ap dung.
Piéu 3. Giai thich tir ngir
1. Chtng thu sb co quan, to chic: La ching thu sb do to chirc cung cap

dich vu chimg thuc chit ky s cap cho ngudi dimg dau co quan, to chic theo quy
dinh cua phap luat.
2. Ching thu sé ca nhan: La ching thu s6 do to chirc cung cép dich vu

ching thuc chir ky s6 cap cho cac chuc danh nha nudc, nguoi co tham quyen
clia co quan, tO chire theo quy dinh cta phap luat vé quan 1y va sir dung con dau.

3. Khoa bi mat con diu: La khéa bi mat twong tmg véi ching thu sé co
quan, to churc.

4. Khoa bi mat ca nhan: La khoa bi mat tuong Gng v6i ching thu sé ca
nhan.

5. Chix ky s6 co quan, t6 chtrc: La chit ky sé duoc tao ra khi st dung khoa
bi mat con dau.

6. Chit ky s6 c4 nhan: La chir ky s6 duoc tao ra khi sir dung khoa bi mat
ca nhan.



7. Phan mém ky s6: La chuong trinh phan mém co chirc ning ky sd vao
van ban dién tu.

8. Phan mém kiém tra chir ky s6: La chuong trinh phian mém co chirc
nang kiém tra tinh hop I¢ cia chit ky so trén van ban dién tir.

9. Tl'nh Xac thue cta van ban dién tu ky s6: La van ban dién tir thong qua

chit ky sd dugce ky so gin v6i vin ban dién tir xac dinh dugc nguoi ky sb hodc
co quan, td chtrc ky sd vao vin ban dién tu.

10. :I'mh toan ven cua van baq dién tur ky sb6: La vin ban giién tir sau khi
duoc ky s6 ndi dung khong bi thay doi trong sudt qua trinh trao doi, xu Iy va luu
trir.

1L Hé’théng kiém tra trang thai chimg thu sé truc tuyén (OCSP): La h¢
thong cung cap dich vu cho phép xac dinh trang thai hién thoi cua ching thu so.
, 12. Thiét bi luu khoa bi mat: La thiét bj vat 1y chira khéoa bi mat va chirng
thu sO cua thué bao.

Picu 4. Nguyén tic sir dung chir ky so cho vin ban dién tir

1. Chit ky sb phai gan kém van ban dién tir sau khi ky so.

2. Yﬁn ban dién tu d}rqc ky $6 phai dam bdo tinh xac thuc, tinh troém ven
xuyén sudt qua trinh trao doi, xur Iy va luu trit van ban dién tir dugc ky so.

Pi¢u 5. Quan ly khéa bi mat ca nhan va khéa bi mat con dau

1. Ngudi ¢6 tham quyén ky s6 c6 trach nhiém bdo quan an toan khoa bi
mat ca nhan.

2. Nguoi dimg dau co quan, to chtre co trach nhiém giao cho nhan vién
van thu quan 1y, sit dung khoa bi mét con dau theo quy dinh.

% . Thiét bi luu khoa bi mat con diu phai dugc cat gilt an toan tai tru s& co
quan, to churec.

Chuong 11
QUY PINH VE KY SO, KIEM TRA CHU KY SO TREN VAN BAN DIEN
TU TRONG CO QUAN NHA NUOC

Piéu 6. Ky so trén vin ban dién tir

1. Viéc ky s6 duoc thuc hién thong qua phan mém ky sé; viéc ky s6 vao
van ban di¢n tir thanh cong hodc khong thanh cong phai dugc thong bao thong
qua phan mém.

2. Ky s trén van ban dién tir

a) Truong hop quy dinh nguoi co tham quyen ky sb trén van ban dién ti,

thong qua phan mém ky s6, ngudi c6 thim quyén str dung khoa bi mét ca nhan
dé thyc hién viée ky s6 vao vin ban dién tu;

b) Truong hop quy dinh co quan, t6 chirc ky sb trén van ban dién tu,
thong qua phan mém ky s6, van thu duoc giao str dung khoa bi mat con dau cua

CO quan, td chitre dé thyc hién viéc ky s6 vao véan béan dién tu;
2



3. Hién thi thong tin vé chir ky s6 ctia nguoi ¢6 tham quyén va chir ky s6
cua co quan, td chirc trén van ban dién tir thuc hién theo quy dinh cua B§ Noi
VU

4. Thong tin vé ngudi c6 tham quyén ky so co quan, t6 chuc ky sb phai

dugc quan 1y trong co s& dit liéu di kém phan mem ky s6. Noi dung thong tin
quan 1y quy dinh tai khoan 4, Piéu 1, Nghi dinh s6 106/2011/ND-CP ngay 23

thang 11 nam 2011 cta Chinh phu.

Piéu 7. Kiém tra chir ky s6 trén viin ban dién tir

1. Kiém tra chit ky s6 trén van ban dién tir thuc hién nhu sau:

a) Giai ma chir ky s6 bang khoa cong khai tuong tng;

b) Kiém tra, xac thuc thong tin cua nguoi ky sd trén chimg thu s6 gin
kém van ban dién tir; viéc kiém tra, xac thuc thong tin nguodi ky s6 dugce thuc
hién theo DPiéu 8 Quy dinh nay;

¢) Kiém tra tinh toan ven cua vian ban dién tir ky so.

2. Chir ky s6 trén van ban dién tur 1a hop 1€ khi viéc kiém tra, xac thuc
thong tin vé ching thu s6 cua nguoi ky so6 tai thoi diém ky con hi¢u luc, chit ky
s0 dugc tao ra dung bdi khoa bi mat tuong ing vai khoa cong khai trén chung
thu s6 va van ban dién tir ddm bao tinh toan ven.

3. Thong tin vé ngudi ky s6; co quan, t6 chirc ky so trén vin ban dién tir
phai dugc quan ly trong co s dit li¢u di kem phan mém ki€m tra chit ky s6. Noi
dung thong tin quan ly quy dinh tai khodn 4, Diéu 1, Nghi dinh so
106/2011/ND-CP ngay 23 thang 11 nam 2011 ctua Chinh phu.

Piéu 8. Kiém tra hiéu lwe ciia chirng thw so

1. Thuc hién kiém tra hiéu lyc ctia ching thu s6 tai thoi diém ky s thuc
hién theo cac budc sau:

a) Kiém tra hiéu luc chtng thu sé qua danh sach chimg thu sé bi thu hoi
(CRL) dugc cong bo tai thoi diém ky s6 hoac ki€m tra hi¢u luc ching thu so
bang phuong phép ki€m tra trang thai chung thu so6 truc tuyén (OCSP) & ché do
truc tuyén;

b) Viéc kiém tra chimg thu s6 ctia ngudi ky s6 trén vin ban dién tir phai
kiém tra dén tan to6 chuc cung cap dich vu chung thyc chit ky s6 goc (Root CA).

2. Chimg thu s6 ¢6 hiéu luc khi dap ung tat ca cac tiéu chi sau:

a) C6 hiéu lyc tai thoi diém ky;

b) Phu hop pham vi str dung cta chimg thu sb va trach nhiém phap 1y cta
nguoi ky;

¢) Trang thai cta chimg thu sd con hoat dong tai thoi diém ky sb.

3. Chtng thu s khong c6 hiéu luc khi khong dap Gmg mot trong céc tiéu
chi tai khoan 2 Diéu nay.

Piéu 9. Thong tin lwu trir kém theo viin ban dién tir ky s6
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1. Théng tin luu trir kém theo vin ban dién tir ky s6, bao gdom:

a) D6i voi van ban gui di:

- Chimg thu s6 ctia nguoi ky s6 tai thoi diém ky;

- Danh sach ching thu sd thu hoi tai thoi diém ky cua to chirc cung cép
dich vu ching thuc chit ky so;

- Quy ché chung thuc cta to chte cung cip dich vu chimg thyc chit ky sb
vao thoi diém ky;

- Thong tin vé trach nhiém ciia ngudi ky;

- Chimg thyc dau thoi gian hop 18 vao thoi diém ky.

b) Déi v6i van ban dén:

- Cac chung thu sb twong ung vi cac chit ky sd trén vin ban dién tir dén;

- Danh sach thu hoi chung thu s6 vao thoi diém ky cua to chitc cung cap
dich vu ching thuc chit ky so;

- Quy ché chimg thuc cta t6 chitc cung cap dich vu chimg thyc chir ky s6
vao thoi diém ky;

- Thong tin vé trach nhiém cta nguoi ky;

- Chung thyc dau thoi gian hop 1& vao thoi diém nhén.

2. Thong tin luu trir kém theo van ban dién tir duoc quan 1y bang phan
mém ky s0, phan mém kiém tra chit ky s6 phu hop thoi gian luu trir cua van ban
dién tur theo quy dinh.

Pic¢u 10. Hity bé thong tin lwu trir kém theo vin ban dién tir ky s6

1. Thong tin luu trit kém theo van ban dién tir bi hiy bo dong thoi véi vin
ban dién tu.

2. Viéc hity bo thong tin luu trit kém theo vian ban dién tir ky sb khong
dugc lam anh hudéng dén cac van ban dién tr khac va dam bao sy hoat dong
binh thuong cua hé thong.

3. Hay bé thong tin Iuu trit kém theo van ban dién tir ky s6 duoc thuc hién
bang phan mém.

Chuwong I1I

YEU CAU KY THUAT VA CHUC NANG POI VOI PHAN MEM KY SO,
KIEM TRA CHU' KY SO

Pi¢u 11. Yéu ciu ky thuit va chirc ning ddi véi phan mém Ky so

Phan mém ky s6 1a phﬁn mém doc 1ap hodc mot thanh phﬁn (module)
phan mém dap g cac yéu cau sau:

1. Pap tmg cac tiéu chuin, quy chuan k¥ thut quy dinh tai phu luc kém
theo Quy dinh nay;



2. C6 cac chirc nang ky sO trén van ban dién t dap Umg quy dinh tai
khoan 2, 3 va 4 Biéu 6 Quy dinh nay;

3. C6 chire nang kiém tra hiéu lyc chimg thu s6 quy dinh tai Diéu 8 Quy
dinh nay;

4. C6 chure nang quan ly thong tin luu trir kém theo van ban dién tur ky sO
quy dinh tai Diéu 9 Quy dinh nay;

5. C6 chue nang huy bo thong tin luu trir kém theo van ban dién tu ky sO
quy dinh tai Biéu 10 Quy dinh nay;

6. Co chirc nang thong bao (bang chit/bang ky hiéu) cho nguoi ky sb biét
viéc ky sO vao van ban dién tir thanh cong hay khong thanh cong;

’ 7; HO tro cai dEI'E, tig:h h(_)’p ching thu $6 géc cua té Chfl:C chl'rng, thgc 0}1&
ky s6 cap chung thu s6 d¢ ky s van ban dién tir vao phan mém ky s6 d¢ kiém
tra hi¢u lyc ching thu so trén van ban dién tu;

8. Pong dau thoi gian tai thoi diém ky so.

Diéfu 12. Yéu cau ky thuit va chirc ning d6i véi phan mém kiém tra
chir ky so

Phan mém }(iém tra chit ky so 1a ph?m mém doc 1ap hodc mét thanh phan
(module) phan mém c6 cac chirc nang kiém tra chwr ky s6 trén van ban dién tur
dap ung cac yéu cau sau:

1. Pap mg cac tiéu chuan, quy chuan k¥ thuat quy dinh tai phu luc kém
theo Quy dinh nay;

2. C6 chuc nang kiém tra chit ky sb trén van ban dién tir quy dinh tai
khoan 1, 2 va 3 Diéu 7 Quy dinh nay;

3. C6 chue nang quan ly thong tin luu trir kém theo van ban dién tu ky sO
quy dinh tai Biéu 9 Quy dinh nay;

4. C6 chuc nang huy bo thong tin kem theo van ban dién tu ky sd quy
dinh tai Dicu 10 Quy dinh nay;

5. H6 tro cai dat, tich hgp chimg thu sO goc cta t6 chirc cung cap dich vu

chung thue chir ky s6 cap ching thu s6 de ky sd vin ban dién tir vao phadn mém
kiém tra chir ky s6 dé kiém tra chit ky s trén van ban dién tu;

6. Co chirc ning thong bao két qua kiém tra chit ky so 1a hop 1& hodc
khong hop 1¢ cho nguoi kiém tra biét;

7. Bong dau thoi gian tai thoi diém tiép nhan vin ban dén.
Chuong IV
TO CHUC THUC HIEN
) Piéu 13. Trach nhiém cia té chirc cung cap dich vu chirng thwe chir
ky so
1. Luu trit day du, chinh xac, cap nhat, cong bo toan bo cac thong tin sau

day trén trang tin dién tr (website) cta to chire cung cép dich vu chimg thyuc chir
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ky sd va trang tin dién tir phai dam bao hoat dong 24 gi¢ trong ngay va 7 ngay
trong tudn (dé hd tro xac dinh tinh hop 1& cua chit ky s trén vin ban dién tir)

a) Thong tin lién quan dén hoat dong tam dung, thu hdi chung thu s va
cac chung thu so bi thu hoéi cua thué bao;

b) Théng tin lién quan dén chimg thu sd cua thué bao, danh sach cac
chirng thu s6 ¢6 hi€u luc hodc da hét hiéu luc;

¢) Quy ché chimg thuc cta to chirc cung cp dich vu ching thuc chit ky

2. Cong b cac dic ta ky thuat (ca tai liéu va bo cong cu) lién quan dén to
chirc cung cap dich vu chimg thue chir ky s6 va cac tiéu chuan chir ky s6; cung
cap chimg thu s6 gdc cia to chirc cung cap dich vu ching thuc chir ky sé cho
cac nha phat trién phan mém dé tich hop vao phan mém kiém tra chir ky sb.

3. Khuyén khich t6 chirc cung cép dich vu ching thuc chir ky sd cung cip
dich vu ki€m tra trang thai chting thu so truc tuyén (OCSP).

4. Cung cép dich vu cap dau thoi gian.

Picu 14. Trach nhiém ciia co quan, to chirc sir dung chir ky so cho
van ban dién tu.

1. Ung dung phan mém ky s, phan mém kiém tra chit ky s6 quy dinh tai
cac Dicu 11 va 12 Quy dinh nay.

2. Trién khai két ndi mang theo quy dinh tai khoan 3, biéu 8, Nghi dinh
s0 64/2007/ND-CP ngay 10 thang 4 nam 2007 cua Chinh phu dam bao an toan,
bao mat va tinh san sang cao.

3. T6 chirc quan 1y cic san pham phan mém (theo phién ban) cd chirc
nang ky s6, kiém tra chir ky sd, luu trit thong tin kém theo van ban dién tir ky s6
tuong (mg voi tiéu chuan, quy chuan k¥ thuat vé chit ky s6 ma phan mém hd trg
nhim dam bao tinh sin sang, twong thich va an toan bao mat trong qua trinh sir
dung vin ban dién tir ky s6 da luu tri.

Diéu 15. Trach nhiém ciia nguoi dirng dau co quan, to chirc sir dung
chir ky so

1. Thuc ’hién trach nhi¢m cua nguoi ding dau quy dinh tai khodan 1, Diéu
8, Nghi dinh s6 64/2007/ND-CP ngay 10 thang 4 nam 2007 cua Chinh phu.

2. Thudng xuyén kiém tra nham dam bao viéc quan 1y, st dung chit ky s6,
chung thu so tai co quan, to chirc minh dugc thuc hién theo Quy dinh nay va cac
quy dinh khac c6 lién quan.

3. Can cilr vao yéu_ cau té chirc, nghiép vu va dam bao an toan thong tin

trong giao dich dién tur de xuét cap, thu h01 tam ding chtng thu sb ca nhan va
ching thu s6 co quan, t6 chire thude quyén quan 1y.

4. Khi c6 yéu cau chuyén doi van ban dién tir ky sé dang duogc luu triv
sang dinh dang t€p van ban mdi (vi nguyén nhan an toan thong tin hodc vi su 161
thoi cua phan cung, phan mém), phai xay dung phuong an va dugc phé duyét
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bdi co quan chuyén trach vé cong nghé thong tin, ddm bao kha niang twong thich
va xac thuc hiéu luc cua chit ky so.

Diéu 16. Piéu khoan thi hanh

1. Cac co quan, don vi, dia phuong c6 trach nhiém:

a) Pho bién viéc thyc hién quy dinh nay;

b) Hang nim bao cdo UBND huyén, S Théng tin va Truyén théng vé
tinh hinh str dung chit ky s6 cho van ban dién tir tai co quan, t6 churc.

2. Trong qua trinh thuc hién, néu c6 khé khin, vudng mic, cac co quan,
t0 chirc va ca nhan phan anh kip thoi vé UBND huyén, S¢ Thong tin va Truyén
thong dé xem xét, gidi quyet./.

TM. UY BAN NHAN DAN

Ky bdi: Uy ban nhan dan huyén Nam
bong

Email: namdong@thuathienhue.gov.vn
Co quan: Tinh Thira Thién Hué

Thoi gian ky: 09.10.2018 10:15:00
+07:00

rran Qudc Phung



PHU LUC

Danh muc tiéu chuan
vé chir ky so va dinh dang van ban dién tir ky so

(Ban hanh kém theo Quyét dinh sé /OD-UBND ngay /10/2018
cua UBND huyén Nam Pong)
S6 | Loai tieu |Ky hi€u tiéu| Tén day dii cua tiéu Quy dinh ap
TT chuan chuan chuan dung
1 [Tiéu chuin vé dinh dang viin ban dién tir

Van bér} dién|
g;ky 2?1 (ggﬁ Dinh dang Portable|

1.1 |18 Y (.pdf) Document (.pdf) - VersionBat budc ap dung
far Dieu 6 1.4 tré 1én
Quy dinh '
nay)
Dinh  dang

1.2

van ban dién

tir ky sO khac[Ti€u chuan vé van ban, bang tinh, trinh
bao gom: vanidién, anh d6 hoa thudc danh muc tiéu

Khuyén khich ap

ban, banglchuan k¥ thuat vé ung dung cong nghédung
tinh, trinhithong tin trong co quan nha nude.
dién, anh do
hoa
2 [Tiéu chuin vé chir ky s6
2.1 [Tiéu chuan [PKCS#1 RSA Cryptography
mat ma chir Standard (Phién ban 2.1 tr&
ky s0 Ién) Bit budc ap dung
TCVN Cac }(}7 thuat mat ma - Chir
7635:2007  |ky sb.
2.2 [Tiéuchuan [FIPSPUB [Secure Hash Standard Bit budc ap dung
ham bam an [180-4 ham bam SHA-
toan 256, 384, 512.
2.3 JAntoantrao (XML XML Encryption Syntax
d6i ban tin  [Encryption  [and Processing LA
XML Syntax and Bat buoc dp dung
Processing
XML XML Signature Syntax and [Bit budc ap dung
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Signature Processing
Syntax and
Processing
2.4 |Quan ly khéa[XKMS v2.0 (XML Key Management ,
cong khai Specification version 2.0  [Bat budc ap dung
ban tin XML
2.5 (Chuan ct PKCS#7 v1.5|Cryptographic message
phap thong |[(RFC 2315) [syntax for file-based ,
diép mat ma signing and encrypting Bat budc ap dung
cho ky s va
ma hoa
3 [Tiéu chuan dich vu cap dau thoi gian
3.1 [Giaothie  |RFC 3161 |Internet X.509 Public Key |
cap dau thoi Infrastructure - Time Bat budc ap dung
gian stample Prototol
3.2 Dichvu cap [ISO/IEC Information technology-  [Bit budc 4p dung
dau thoi gian [18014-1:2008(Security techniques - Time | Ap dung bd ba

Stamping services - Part 1:
Framework

tiéu chuan:
ISO/IEC 18014-

ISO/IEC
18014-2:2009

Information technology -
Security technigues - Time
Stamping services -Part 2:
Mechanisms producing
independent tokens

1:2008);
ISO/IEC 18014-
2:2009);
ISO/IEC 18014-
3:2009.

ISO/IEC
18014-3:2009

Information technology -
Security techniques - Time-
stamping services - Part 3:
Mechanisms producing

linked tokens
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